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AsstrRACT: Through oil smuggling, kidnapping, human trafficking
and extortion, ISIL is one the best funded militant groups the Unit-
ed States has confronted. Avoiding a protracted conflict with ISIS
requires a more integrated financial and military strategy to under-
mine the group’s territorial control and reach.

vershadowed by the debate over whether the Islamic State

of Iraq and the Levant (ISIL) constitutes a state, Islamic or

otherwise, and the discussion of the strategy to “degrade and
destroy” is the pivotal role criminality plays in its rise to power. ISIL
includes criminals in its ranks and participates in a range of criminal
activities to maintain and expand its territory. ISILs ranks are swollen
with criminals released by Syrian President Bashar Assad; its member-
ship includes Sunni ex-convicts freed from prisons when ISIL captured
Iraqi towns and cities." In addition, ISIL participates in a number of
criminal activities to generate illicit profit. Rather than relying solely on
support from wealthy donors in Gulf countries, ISIL generates the bulk
of its money from criminal activities such as extortion, robbery, kidnap-
ping, trafficking and smuggling.? According to one report, it netted $8
million in extortion rackets even prior to the group’s capture of Mosul.”
Meanwhile, the group generated between $1 million to $2 million per day
in profit from the oil fields it captured.* With the massing of such wealth,
the US Treasury Department believes, but for “the important exception
of some state-sponsored terrorist organizations, ISIL is probably the
best-funded terrorist organization we have confronted.””

By relying on criminal enterprises, ISIL has made itself into a
highly adaptable and resilient organization not easily swept from the
battlefield. By perpetrating criminal acts, ISIL easily earns money for
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sympathetic charities. Such insulation means ISIL can use illicit schemes
to fund its current operations and potentially extend its fight into other
regions.® Due to the significant role that crime plays in ISIL’s power, the
Unites States requires a more integrated financial and military strategy
to undermine the group’s territorial control and reach.

ISIL and Crime Management

Like other insurgent and terrorist organizations, ISIL has had to
determine its relationship to crime in the territory it controls. Crime
management is essential to remain both a viable fighting force and a
plausible alternative authority structure. Other insurgent groups such
as the FARC, Sendero Luminoso, the Taliban and the United Wa State
Army that have gained territory have managed their relationship with
crime through a mixture of confrontation, cooptation and cooperation.
ISIL is proving no different.

In its expansion, ISIL has followed a number of steps to con-
front criminality in the territory it has acquired. First, it removed the
local police force and judiciary by killing some of them while forcing
any remaining Sunni to swear obedience to the group. Second, ISIL
announced the harshest form of sharia law is the enshrined code of
conduct. After the completion of these steps, ISIL’s final move has been
to demonstrate its authority by having the newly vetted police and courts
mete out lashings, amputations and executions depending on the sever-
ity of the crime.’

Other militant groups like the IRA and the FLN have sought to
confront crime by assassinating police and establishing underground
legal codes in areas where they operated, while other groups like the
FARC and the Taliban have sought to impose new institutional frame-
works for law enforcement and judiciary directly. Militant gangs have
nonetheless coopted the illicit enterprises of organized crime groups.
Ironically, while these groups have taken on the responsibilities of law
and order, they also commit many of the same crimes perpetrated by
those they once labeled corrupt. ISIL has conformed to this pattern.
This became initially noticeable in the areas of Syria seized by ISIL. The
Syrian government had been routinely involved in the illicit trafficking
of drugs, weapons, consumer goods and people. As the country’s civil
war raged, “the government ceded dominance over the illicit sector to
insurgent organizations and smuggling groups.”® In both Syria and Iraq,
ISIL has also taken over organized crime schemes—Ilike extortion and
kidnap for ransom—ifrom the former corrupt authorities or criminal
figures who used to work in the area. In many cases, “its cash-raising
activities resemble those of a mafia-like organization.” For example,
ISIL demands that business owners pay protection money to the group.
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If they refuse, their businesses are subject to damage or the owners are
beaten, kidnapped, and held until their families can pay the ransom."

In addition to confronting or co-opting the activities of organized
crime groups, other militant organizations, including the FARC,
Sendero Luminoso, the Taliban, the United Wa State Army and the
IR A, all cooperated with organized criminal syndicates mostly through
transactional activities involving access to territory." The most common
form of transaction is “taxation” of shipments of goods that must transit
through militant controlled areas. To help keep its coffers filled, ISIL
uses its territory near Turkey, Lebanon, and Iraq in similar ways. ISIL has
insinuated itself into the region’s long-established smuggling networks
that have existed since the French and British division of the Ottoman
Empire following World War I, and which gained additional strength
during the period when oil sanctions were levied against Saddam
Hussein and during the chaos in the immediate aftermath of the Iraq
War.”” Through these illicit channels, ISIL engages in transactional
schemes; it permits some illegal groups to continue their activities, but
demands “taxes” or “religious alms” from smugglers at checkpoints in
and out of the territory they control. Beyond taxation, ISIL works with
border area criminal syndicates proficient in the smuggling of weapons,
oil and people. The Turkish border region is an area where oil has been
smuggled out of ISIL territory and weapons and foreign fighters have
been smuggled in.”” The possibility also exists that ISIL may have taken
over drug production and smuggling as it now controls areas of Syria
where narcotics manufacturing and distribution has occurred."

Bandit Rationality and the Villain’s Dilemma

Confrontation, co-optation and cooperation as crime management
approaches have benefits for any insurgent group. However, coopta-
tion and cooperation have tenuous implications for insurgent groups
as well. ISIL may be confronting these vulnerabilities as it consolidates
and expands its reach.

If an insurgent group begins to rely on criminal enterprises, a type
of “bandit rationality” takes over members of the group.” Relying on
illicit trafficking for funding makes groups acutely vulnerable to the pos-
sibility that individuals become more attracted (and more attractive) to
an insurgent group without having to demonstrate a commitment to the
ideological goals of the movement. They become valuable because they
show an ability to generate illicit profit to keep the group viable. Other
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insurgent groups like the FARC and Sendero Luminoso, that began to
depend on drug crops for funding, group cohesion and recruitment suf-
fered as political commitment became diluted.'

Bandit rationality, in turn, leads to a “villain’s paradox” in which
a “criminal needs partners who are also criminals, but these are typi-
cally untrustworthy people to deal with.”"" In short, criminals must trust
people who are inherently untrustworthy and who must trust them in
return. In the case of an insurgent group too wedded to criminal enter-
prises, the leadership of the group is unsure whether its members are
committed to the political cause or to the promise of profit while the
members are unsure whether leadership is using them to advance the
cause or for the leadership’s personal enrichment. Comrades who share
a cause can quickly become clients whose demands need to be met.

When bandit rationality stimulates a villain’s paradox, intragroup
struggles can occur. Portions of ISIL may already be experiencing this
phenomenon. According to reports, one ISIL battalion in Syria led by
Saddam al-Jamal whose men seem more interested in the loot he can
provide than the political cause of the group. This has forced him to
cooperate with more criminal groups. As a commander in the Kurdish
Protection Unit described Jamal’s battalion,

The jihadists are not as strong as you think and they have a lot of problems,
especially with their funding and they are trying to get any means of supply.
There are some severe divisions at the top and there are a lot disagreements
caused by these new groups in their midst.”®

In other instances, ISIL has even gone so far as to execute members who
were found guilty of committing crimes that benefitted themselves."”

Criminality and the Protraction of Conflicts

At first glance, bandit rationality and the villain’s dilemma appear
to be advantages for those who seek to defeat ISIL. Internal disarray
over its goals and internal disputes over its criminal spoils appear to
be vulnerabilities those opposed to ISIL could exploit to bring the
conflict with the group to an end. However, conflicts where insurgent
groups have entwined their political goals with criminal schemes have
been nototiously protracted.”” As Paul Collier notes, “to get started, a
rebellion needs a grievance, whereas to be sustained, it needs greed.””
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The conflict with ISIL shows similar early signs of other long-running
criminalized conflicts.

Insurgent groups in Colombia, Peru, Afghanistan, Turkey and
Myanmar continue their campaigns despite attempts to exploit the vul-
nerabilities presented by bandit rationality and the villain’s dilemma.
These insurgent groups are known as much for their criminal enter-
prises as they are for their ideological goals. Within these conflicts, the
political and criminal goals of the militant groups became convoluted.
Many militant groups “have not only lost some of their more compre-
hensible ideals, but increasingly turned to smuggling and other criminal
activities.”* Sendero Luminoso’s commitment to a Maoist vision of
political life in Peru became murky in the 1990s due to its active and
committed participation in coca cultivation; members routinely deserted
when drug supplies were low and would “re-enlist” when cocaine profits
once again became available.” The Afghan insurgent group, Hezb-
Islami Gulbuddin, became a “full-fledged smuggling organization.”*
Such groups became “full-service organizations” that were adept at
political violence and criminal activity.

In other conflicts where militant groups have been deeply involved
in illicit activities, war became political power rather than an extension
of political power. War and violence turned into a normal state of affairs
whose benefits were not easily negotiated away. Over time, a growing
number of stakeholders emerged who became dependent on the crimi-
nal economy generated by the ongoing conflict. Smuggling activities, for
example, have benefits for vehicle drivers, security firms, merchants of
equipment, and suppliers of scarce items. Law enforcement agencies and
politicians of neighboring states have been known to benefit from their
roles as conduits for the drug trade across their borders. Some neigh-
boring governments have relied on the trade to meet other national
security interests. For example, Pakistani intelligence agencies and their
allies have routinely used drug smugglers to assist in arms shipment to
numerous warring groups throughout the region.?® As a result, formal
and informal pressures build against ending the violent struggle.”’

The conflict with ISIL may become similarly resistant to resolution
because of its reliance on criminal enterprises. Criminal middlemen in
Turkey and Kurdish soldiers in Iraq have assisted ISIL’s oil smuggling
and sales.”® Other beneficiaries of ISIL’s oil smuggling have been truck
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drivers, transport companies, refiners, oil traders, and bankers.” By
insinuating itself into the established regional smuggling networks, ISIL
has expanded the number of cross border stakeholders who gain from
the group’s continuing criminal activities.

Adding to the potential for the protraction of the conflict with ISIL
is the group’s control of swaths of territory across two states. This greatly
enhances its ability to pursue more criminal enterprises, unlike militant
groups in other conflicts that became protracted. Rather than merely
having sanctuaries or safe havens in a state across the border from the
conflict, ISIL has effectively eliminated a large portion of the border
between Syria and Iraq. The ability to freely traverse through two states
gives the group greater flexibility not only for its military operations but
for its criminal activities as well. For example, ISIL abducted a number of
women and gitls in Iraq, selling them as brides and sex slaves in Syria.*’
It may continue this pattern of gaining illicit goods from its territory in
one state to supply a market in its territory in the other state. It may also
use the territory in one state for more extensive criminal enterprises
while putting those proceeds to work in strengthening its institutions of
governance in the territory of the other state. As a result, ISIL may over
time develop into a “full-service organization” in its own right. Like
other groups, ISIL can cloak its criminal activities with its ideology to
maintain legitimacy and to continue to derive illicit profit. The ability to
control territory in two states in combination with its connections with
cross border illicit networks expands the number of stakeholders who
benefit from ISIL’s continued criminal activity, thereby contributing to
the potential for the protraction of the conflict.

Towards an Integrated Strategy

Trying to frustrate ISIL’s criminal activities will add little to the
current strategic goal to degrade and destroy the group via airstrikes
and support of proxies on the ground. As previously mentioned,
the ability of other militant groups to finance themselves with illicit
activities and little reliance on outside sponsorship or the international
financial system makes them more insulated from counterthreat finance
attempts. A senior Obama administration official conceded, “there are
obvious difficulties. These sales are not through established channels.””'
Conversely, airstrikes and proxy forces can do little to reduce ISIL’s
criminal activities. An air force is not a police force any more than a
militia is a constabulary. ISIL territory currently encompasses a popula-
tion of 8 million people across two states, providing a deep reservoir of
opportunities for criminal exploitation. There are some clear limits to
what the United States and coalition can achieve without seizing and
holding ISIL territory.

Publicizing ISIL’s criminal activities as part of a “naming and
shaming” campaign would not do much to turn members away from the
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group or dissuade sympathizers from joining its ranks. Such informa-
tion can be dismissed as enemy propaganda. Moreover, ISIL. members,
like members in other militant groups, can rationalize their criminal
activities as “the ends justify the means.” Activities like smuggling and
human trafficking earn money for the cause and serve to undermine
governmental authority in both Syria and Iragq.

Attempting to limit oil smuggling may hold promise; Turkey has
stepped up its border enforcement to take on smugglers. The Kurdistan
Regional Government has also begun to track commercial flows into its
territory more strictly. The coalition has attacked oil production facili-
ties in Syria under ISIL control. These combined actions have appeared
to reduce some of ISIL’s profits.’”” The coalition will also need to deal
with oil production facilities in Iraq to reduce ISIL’s oil smuggling rev-
enues. The United States and coalition should make recapturing them
by Iraqi forces a top priority. To tackle the broader network of regional
smuggling, the Treasury Department has threatened to levy sanctions
against any individuals involved in trafficking ISIL’s Iraqgi or Syrian
obtained oil.” These are valuable efforts, and more can be done to give
them additional strength. For instance, because ISIL is largely earning
money locally and dealing predominantly in cash, the United States and
the coalition should focus on ways to interdict bulk cash transportation,
storage and transfer. One way to tackle the transfer of illicit money is
for supportive governments to train Iraqi bank officials in the latest
financial tracking techniques, as many banks remain operational in and
near ISIL-held territory.

In recent months, air strikes against ISIL-controlled oil refineries in
Syria have had little impact alone. According to an extensive investiga-
tion by the Financial Times, local Syrians have reported ISIL made the
bulk of its oil money from smuggling crude, rather than refined oil, to
Turkish, Iraqi and Syrian middlemen who then refine it locally where
coalition airstrikes are not authorized.** However, while air strikes by
themselves may have had limited success, they have worked in conjunc-
tion with the dramatic drop in global oil prices to reduce ISIL’s revenue
stream. One report by the Atlantic Council states the combined effect
has reduced the group’s oil revenue by approximately seventy to eighty
percent.”” Moreover, in order to appease those living in its territory as
winter approached, ISIL has had to provide refined oil at a significantly
low price to people in its territory for heating and power.”® This, too, has
diminished the group’s coffers.

Nonetheless, military operations, such as air strikes, that destroy
oil facilities and other assets that support oil smuggling must be viewed
cautiously. Certain military operations can actually aid the criminality of
the group; the US and its partners, given the constraints of the current
strategy, should avoid conducting operations that can increase criminal
opportunities for ISIL. The air campaign against Iraq in 2003 offers a
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cautionary tale. The damage to the Iraq’s power grid permitted crimi-
nal groups to pull down power lines, strip them of copper and sell the
highly sought metal to eager buyers in the region.”” Therefore, countries
involved in the current air campaign against ISIL must be careful that
they do not damage key infrastructure, which may spur additional black
market opportunities that ISIL can use to raise more money, further
enmeshing crime in the fabric of the territory under ISIL control. For
example, attacking oil facilities may stimulate a black market in material
needed to repair oil operations.

A more integrated strategy that links both Treasury activities with
military operations may prove beneficial in limiting ISILs power. One
example of an integrated strategy of military operations and financial
pressures used in a protracted conflict that bore fruit was Colombia’s
Democratic Security and Defense Policy. Beginning in 2002, the
Colombian government implemented a coordinated approach to tackle
the various militant groups, including the FARC, that were challenging
the Colombian state by expanding the presence of the state to deny sanc-
tuary to militant groups; protect the population once under the control
of militant groups and to directly target the illegal drug trade which
financed the militant groups and contributed to the growth of corrup-
tion and crime.” The broad outline of the Colombia’s strategy has been:

The government gradually restores state presence and the authority of
state institutions, starting in strategically important areas. Once the Armed
Forces and the National Police have re-established control over an atea,
Army and Police units maintain security and protect the civilian population.
This enables state organizations and criminal investigation authorities to
work in the area.”

The strategy has led to the demobilization of a number of militant
groups, peace talks with the FARC, and a concomitant reduction in
criminal acts and drug crop cultivation.*

A glaring issue is who would implement such an approach in the
absence of US or coalition willingness to provide a ground presence
of their own. Iraq has weak state institutions and the moderate Syrian
rebel groups’ ability not only to regain territory from ISIL, but to topple
Asaad and take control of the institutions of power is a long-term
proposition. The United States and those supporting moderate Syrian
rebel groups will have to do more to vet their membership and demand
pledges from them to forgo criminal activities. Given the urgency by
many countries to cobble together a response to ISIL’s actions and the
seductive opportunities for illicit profit, vetting rebel groups has proven
to be a tall order.

Even with the constraints of current US policy, portions of
Colombia’s approach can be used to design a more integrated strategy
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that weakens ISILs criminal foundations. For example, Treasury agents
and military planners should be embedded with one another to prevent
operations that will bolster criminal opportunities for ISIL while
searching for ways to drain the group’s funds. The establishment of
intelligence “fusion centers” between the Department of Defense and
the Department of Treasury may also aid in integrating operations. The
US Treasury believes finding ways to increase the financial pressure on
the group will make it more costly for ISIL to expand its operations
and maintain its current territorial gains.”' Substantial damage to ISIL’s
finances has been due to the group’s own missteps in trying to run an
economy; it mishandled the rampant inflation of basic goods like food,
cooking oil and kerosene caused in part by its widespread extortion of
businesses.

Recommendations

To take advantage of ISIL’s mistakes, military operations against
the group must be robust enough to create additional expenditures and
financial complications for the group. Replacing equipment, enlisting
recruits and maintaining a local economy are all expensive propositions
for ISIL. The group is also working on minting its own currency which
will also very likely lead to larger financial headaches for ISIL. Because
the currency will be valued on the worth of gold, silver, and copper
used to make the coinage, experts forecast the shortage of these metals
will lead the group to print paper money and thus create even more
inflationary pressures.*

Therefore, more efforts should be aimed at disrupting the supply
of gold, silver and copper to expedite the group’s monetary failure.
Additionally, military operations should target the group’s financial
personnel as well as its military personnel along with stores of hard cur-
rency in ways that would disrupt its finances. Other operations should
be aimed at providing further intelligence on the inner workings of
the group’s criminal enterprises.” The more ISIL has to contort itself
to provide law and order for political legitimacy while coopting and
cooperating with criminality for economic gains, the greater the stress
placed on the group. However, if this approach is adopted, much like
Colombia’s Democratic Security and Defense Policy, success will take
time.

Recognizing the difficulty in substantially reducing ISIL’s criminal-
ity in the short term does not absolve the United States and its partners
from developing a more integrated strategy linking military opera-
tions and financial actions. The current strategy may work to create an
economic implosion in ISIL controlled territory, but it is unclear what
US partners will do in the aftermath, and whether that will lead to
ISIL’s surrendering of territory. In many ways, the current strategy is
a paradox: the financial strategy is to help break ISIL’s grip on terri-
tory, but a stronger financial strategy will require the United States and
its partners to access that territory. Without an integrated strategy and
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willing partners on the ground to enable its implementation, the United
States and the coalition could find themselves bogged down in another
protracted conflict.



