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provided in Chapter 9, “The Criminal State” by Michael Miklaucic and
Moisés Naim, is also of great theoretical significance with its coverage
of degrees of state criminality and the development of the “Criminal
Sovereign” construct.
Neither an index nor, more importantly, a comprehensive reference listing is included in the book, which is a slight detraction. Due
to the small font size utilized in the physical book, readers will likely
prefer digitally accessing the work and enlarging the font size using the
zoom function of a PDF reader. In summation, this is a quality work,
on an increasingly important topic of national security, and free in PDF
format—all boons for the reader.

Terrorism and Counterintelligence: How Terrorist Groups
Elude Detection
By Blake W. Mobley
Reviewed by Mr. Ross W. Clark, Graduate Student, School of International
Affairs, Pennsylvania State University

C

ombating terrorism has been the focal point of US policy following
that fateful day on 11 September 2001. Many in both the academic
and professional worlds often fail to realize the most prominent terrorist
groups in media headlines are not backwoods ad hoc organizations. They
are not the groups of disturbed children or adults attempting to find their
place in society as some analysts tend to portray. Many of these organizations are, in fact, quite sophisticated, well-organized groups that control
their members via opportunities for improved living standards and an
agenda in line with the population’s values at the time. Sophisticated
organizations, both past and present, such as al Qaeda, the Provisional
Irish Republican Army (PIRA), Egyptian Islamic Group (IG), and Fatah
all use a variety of techniques described throughout this book to evade
their adversaries’ most effective counterintelligence methods, and it is
these four groups the case studies represent.
Terrorism and Counterintelligence: How Terrorist Groups Elude Detection
examines the intricate webs that make a terrorist group successful, and
begins its review by defining the words “terrorism” and “counterintelligence.” Academics and other professionals often disagree on the basic
definitions of these broad and manipulative terms, which in turn cause
problems in the thorough analysis and interpretation of the reasoning
behind a group’s actions. In a society with a plethora of definitions of
terrorism and counterintelligence, the author does an exceptional job
of defining these terms in line with the key underlining message of this
book, which is to scrutinize the structure of these organizations and
attempt to understand how they function from the inside out. The counterintelligence techniques used throughout the case studies include basic
denial, adaptive denial, and covert manipulation. Basic denial includes
training members of the group in basic counterintelligence techniques
such as limited information of the telephone and internet networks and
maintaining a low profile. Adaptive denial is adjusting the group’s counterintelligence techniques to combat an adversary’s intelligence methods;
lastly, covert manipulation, uses double agents and false defectors to
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provide false information to the adversary. All these tactics prove useful
and both the adversary and the terrorist group must create new forms of
intelligence and counterintelligence techniques to combat older tactics.
This book does not discuss specific terrorist plots or provide the reader
with dramatic stories; it is rather a book with an in-depth focus on the
inner workings of how terrorist cells relay information and the degree to
which they keep their most sensitive information secret.
Mobley uses a variety of case studies to provide the audience with
a comprehensive look at terror organizations throughout their growth
and decline. Instead of classifying an organization as the same entity
throughout the span of its life, he breaks these organizations into
blocks of time during which they have grown stronger or weaker. The
characteristics used to describe the prominence of each group are as
follows: organizational structure, popular support, controlled territory,
resources, and adversary counterterrorism. Throughout each case study
the author explores these characteristics of the various terrorist groups
and meticulously details counterintelligence strategies of the terror
organizations. Some of these tactics include but are not limited to:
controlling territory, recruitment numbers small enough to effectively
train, face-to-face meetings, codes for sensitive phrases, and constant
movement of leaders. The book describes the specific counterintelligence tactics of each organization in a way that does not immortalize the
group. For each counterintelligence measure that is described for terrorist groups to evade detection, an opposite reaction by their adversaries
is just as meticulously detailed and implemented to counter them. These
adversaries are often state directed and therefore have greater resources
and personnel at their disposal to intercept telephone calls, e-mails, or
to disseminate agents into the group.
Understanding how terrorist groups evade their adversaries and
undermine intelligence collection efforts is what Mobley outlines. The
sources used in researching this book are extensive and allow the author
to present a compelling case. The use of charts provides the reader a
graphic description of these groups. The author understands the complexities of larger, more resourceful terrorist organizations and advises
that each group has personality traits that make it unique. In lieu of these
individual traits, it is up to the adversary to find these characteristics,
and exploit their weaknesses in order to gain crucial inside knowledge.
Terrorism and Counterintelligence is an intellectual rollercoaster that shows
the ups and downs of the biggest and most prominent terrorist groups
the world has dissected so far and leaves the reader with a renewed sense
of the power and control these groups have on traditional society.

