Executive Summary
Strategic Studies Institute and U.S. Army War College Press

PROMOTING
EVALUATIONU.S.-INDIAN
OF THE 2015DEFENSE
DOD CYBER
COOPERATION:
STRATEGY:
MILD PROGRESSOPPORTUNITIES
IN A COMPLEX AND
ANDDYNAMIC
OBSTACLES
MILITARY DOMAIN
Richard
Jeffrey
L.Weitz
Caton
In 2011, the Department of Defense (DoD) released its Strategy for Operating in Cyberspace, which
The United States and India are now enjoying a
officially recognized cyberspace as an operational dopeak in their defense ties. U.S. national security leaders
main akin to the traditional military domains of land,
have come to see India as a possible partner on a range
sea, air, and space. This monograph examines the 2015
of security issues. When he was the U.S. Secretary of
DoD Cyber Strategy to evaluate how well its five straDefense in 2012, Leon Panetta called India a “linchtegic goals and associated implementation objectives
pin” in the U.S. Pivot to Asia. Two years later, thendefine an actionable strategy to achieve three primary
U.S. Secretary of Defense Chuck Hagel observed how
missions in cyberspace: defend the DoD network, de“the United States strongly supports India’s growing
fend the United States and its interests, and develop
global influence and military capability—including its
cyber capabilities to support military operations.
potential as a security provider from the Indian Ocean
The topic of U.S. Federal cyberspace activities is
to the greater Pacific.” More recently, former U.S.
well-documented in many sources, thus this monoSecretary of Defense Ashton Carter viewed India as a
graph serves as a primer to provide senior policynatural partner of a “principled security network” in
makers, decisionmakers, military leaders, and their
the Asia-Pacific region. The two countries have estabrespective staffs with an overall appreciation for the
lished stronger military, economic, and political ties
complexities, challenges, opportunities, and risks asbased on mutual interests in promoting democracy,
sociated with the development of military cyberspace
countering Islamic terrorism, preventing weapons of
operations. This report is limited to unclassified and
mass destruction (WMD) proliferation, and addressopen source information; any classified discussion
ing China’s ascent. They have also largely overcome
must occur at another venue.
differences over Iran, Russia, and other issues that
This monograph focuses on events and docuimpeded their defense cooperation in the past.
ments from the time frame of about 1 year before and
The 2005 New Framework Agreement (NFA) for
1 year after the 2015 strategy was released. This allows
the U.S.-India Defense Relationship, renewed in 2015,
sufficient time to examine the key policies and guidhas facilitated bilateral arms sales, joint exercises, and
ance that influenced the development of the strategy,
military interactions. India has become one of the
as well as follow-on activities for the impacts from
largest importers of U.S. arms, buying more than $10
the strategy. This inquiry has five major sections that
billion in the last decade. Moreover, the United States
utilize different frameworks of analysis to assess the
has been trying to meet Indian requirements to constrategy:
duct more joint research, development, and to man1.	Prima Facie Analysis: This section is by intenufacture more defense technologies and systems. In
tion only a superficial overview of the strat2012, the United States and India launched a Defense
egy. It explores the strategy and its public face
Technology and Trade Initiative (DTTI) to assist techas presented by DoD and addresses: What is
nology transfer and joint military research, producthe stated purpose of the strategy? What are its
tion, and development. Several pilot projects have
content and key messages?
since been conducted under the Initiative’s auspices.
2.	Historical Context Analysis: The official roots
The U.S. Congress has taken measures to support
of the DoD cyber strategy go back more than
these developing defense ties, such as designating
a decade, and this section reviews the docu-

ment’s contents within the context of other
key historical national defense guidance. The
India a “Major Defense Partner,” which will enhance
section focuses on two questions: Is this stratU.S. arms sales and other defense industrial ties with
egy consistent with previous strategies and
India. Meanwhile, the two countries have sufficiently
current policies? What unique contributions
resolved their disagreements regarding India’s nucledoes it introduce into the evolution of national
ar cooperation, which allows them to concentrate on
security cyberspace activities?
higher priority issues while their industries develop
3.	
Traditional Strategy Analysis: This section
concrete projects.
evaluates eight specific premises for good
The United States has become the main foreign
strategies that include the familiar elements of
military exercise partner of the Indian Armed Forces
ends, ways, means, and risk. It also addresses
(IAF). Bilateral engagement has increased across all
three questions: Does the strategy properly
military services and with civilian defense managaddress specific DoD needs as well as broaders. In the past decade, the two militaries, chiefly the
er U.S. ends? Is the strategy appropriate and
navies, have participated in frequent bilateral exeractionable? How may joint combatant comcises, sometimes with other partners. The U.S.-Indian
manders view the strategy?
maritime exercises have improved military interoper4.	Analysis of Subsequent DoD Action: This secability, maritime domain awareness, and mutual option explores the DoD cyber strategy’s conerational understanding. The U.S. and Indian armies
nections and influences to DoD guidance
have held yearly “Yudh Abhyas” exercises and other
that followed its release. It will focus on two
drills intended to develop counterinsurgency, counquestions: How are major military cyberspace
terterrorism, peacekeeping, and humanitarian assiscomponents—joint and Service—planning to
tance capabilities. The Indian and U.S. Air Forces have
implement the goals and objectives of the DoD
also engaged in exercises, though these have been less
cyber strategy? What plans has the Army put
frequent than the Navy and Army drills.
in place to support the strategy?
U.S.-Indian anti-terrorism collaboration has also
5.	Whole of U.S. Government Analysis: This secgrown. In 2000, the U.S.-India Joint Working Group
tion examines DoD cyber activities from the
on Counterterrorism was created. In 2010, they
perspective of a whole-of-government aplaunched a U.S.-India Counterterrorism Cooperation
proach to national cybersecurity. This analysis
Initiative (CCI) for sharing techniques, best practices,
focuses on two questions: Does the strategy
and investigative skills as well as mutual training and
support U.S. Executive direction? Does the
assistance. Projects have covered terrorist financing
strategy integrate with other the cyberspaceand transportation security. The two governments
related activities of other U.S. Government
have enhanced cooperation against South Asian terdepartments and agencies?
rorism threats, including al-Qaeda and the Islamic
State group. In 2015, they issued a Joint Declaration
This monograph concludes with a section that
on Combatting Terrorism as part of their Strategic
integrates the individual section findings and offers
and Commercial Dialogue (S&CD). Both governrecommendations to improve future cyberspace straments recognize that their counterterrorism relationtegic planning documents.
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